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Abstract—3GPP 33.246 proposes Key Management Mechanism
(KMM) to distribute security keys for Universal Mobile Telecom-
munications System (UMTS) Multimedia Broadcast and Multicast
Service (MBMS). KMM introduces extra communication over-
head to UMTS. The previous study, Key-Tree Scheme (KTS),
resolves this issue for the IP multicast network. However, this
scheme may not be so efficient while applied in UMTS MBMS
due to lots of storage space and heavy multicast traffic intro-
duced, which may decrease the QoS of UMTS MBMS. In this
paper, we propose a more efficient scheme, Hash Function Scheme
(HFS), to release both storage and communication overhead for
KMM in UMTS MBMS. We first modify the KTS applied in
the UMTS MBMS and then detail the execution of HFS, which
is proven to be correct. We conduct an analytical model and
simulation experiments to compare the performance between the
UMTS KMM with KTS and with HFS. Our study shows that
the proposed HFS can reduce both communication and storage
overhead without damaging QoS of UMTS MBMS.

Index Terms—Hash function, key management, multimedia
broadcast and multicast service (MBMS), Universal Mobile
Telecommunications System (UMTS).

I. INTRODUCTION

O DELIVER multimedia content efficiently over the

Universal Mobile Telecommunications System (UMTS),
3GPP proposed the Multimedia Broadcast/Multicast Service
(MBMS) based on UMTS [1], [2]. UMTS MBMS utilizes
point-to-multipoint transmission technology, where the multi-
media content is delivered from a single source to a group
of mobile devices through the UMTS MBMS transmission
bearer.
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Fig. 1. A simplified UMTS MBMS network architecture.

Figure 1 illustrates the simplified UMTS MBMS network
architecture [3], without showing the network elements sup-
porting MBMS transmission bearers in UMTS. The User
Equipment (UE; Figure 1 (a)) receives the MBMS application
(also known as MBMS User Service) [4] from the Broadcast-
Multicast Service Center (BM-SC; Figure 1 (b)), which is an
application server serving as an MBMS data source or as an
entry point for the multimedia content provider. The UEs join-
ing the multicast group for a specific MBMS User Service are
called joined UEs. The BM-SC initializes the establishment
of the MBMS transmission bearer, then sends multimedia
content to the joined UEs. The Home Subscriber Subsystem
(HSS; Figure 1 (c)) maintains UMTS subscriber information
(e.g., security-related information). The Bootstrapping Server
Function (BSF; Figure 1 (d)) is a security server function,
which is responsible for establishing shared secrets between
the BM-SC and UE:s.

The BM-SC multicasts MBMS content to the joined UEs
via a broadcasting network bearer, where the MBMS point-
to-multipoint Traffic Channel (MTCH) in the air interface [5]
is used to carry the multicast content. To prevent the non-
joined UEs from receiving the MBMS content, 3GPP 33.246
proposed the Key Management Mechanism (KMM) [6], which
are described in detail below. A specific MBMS User Ser-
vice has two corresponding group keys, namely the MBMS
Transmission Key (MTK; denoted as T) and the MBMS
Service Key (MSK; denoted as S). Every UE of an MBMS
User Service group has the same S and T. T is used to
protect multicast content from eavesdropping or modification,
where the multicast content is encrypted by T before being
multicasted to all joined UEs. A UE uses T to decrypt content
that it receives. T is multicasted from BM-SC to all joined UEs
by sending S{T}, which means that T is encrypted by S. S is
individually unicasted from BM-SC to every joined UE.

During an MBMS User Service, T or S is updated when
one of the following events occurs: (Event 1) a new UE joins
the multicast group; (Event 2) a joined UE leaves the multicast
group; (Event 3) the timer of the current S expires, or (Event
4) the timer of the current T expires. The User Service Join
procedure (denoted as P1 for Event 1), the User Service Leave
procedure (denoted as P2 for Event 2), the MSK Periodic
Update procedure (denoted as P3 for Event 3), and the MTK
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Fig. 2. Message flow for the User Service Join procedure in KMM.

Periodic Update procedure (denoted as P4 for Event 4) are
exercised at this moment in order to update T or S [6]. The
four procedures are described in detail below.

Figure 2 shows the message flow for Procedure P1 with
the following steps, where we suppose that the multicast group
contains IV joined UEs. Assume that a new UE, UE x4, joins
the MBMS User Service, and before UE 1 joins the service,
the two keys, S°¢ and T are used for the MBMS User
Service.

User Service Join Procedure P1:

Step J1. UEy; performs the bootstrapping authentication
procedure [3] with BSF to obtain an MBMS Request Key
(denoted as Ry 1) and an MBMS User Key (denoted as
Uni1).

Step J2. UEN 1 uses Ry as the authentication password
when executing the bootstrapping usage procedure [3]
with BM-SC and BSF.

Step J3. If the authentication in Step J2 is successful, then
BM-SC generates ™", and unicasts it to every UE, UE,,
in the multicast group by sending U;{S"¢*}. Otherwise
(i.e., the authentication fails), the procedure quits. This
step requires N + 1 unicasts to deliver S™*.

Step J4. BM-SC generates T"", and multicasts it to all
joined UEs by sending S {T"*}. Significantly, only
one multicast transmission is necessary.

The other three procedures are similar to Procedure P1.
Procedure P2 consists of three steps, Steps L1-L3, which are
the same as Steps J2-J4, respectively. Procedure P3 comprises
two steps, Steps S1 and S2, which are the same as Steps J3
and J4, respectively. Procedure P4 consists of only one step,
Step T1, which is the same as Step J4.

Note that in Step J3, S is unicasted through the Dedicated
Control Channel (DCCH), which is a signaling message.
Conversely, in Step J4, T is multicasted using the MIKEY
protocol [7], and T is delivered via the MTCH, which is used
to carry the multimedia content and other session information.
In other words, T delivery may consume the radio resource
for the transmission of multicast content. This study considers
the following two main issues.

Issue 1. The number of unicast key deliveries should be
minimized to lower signaling overhead.

Issue 2. The number of multicast key deliveries should be
minimized to provide an acceptable QoS (i.e., more
bandwidth can be used to transmit multicast content).

Only one group key (that is used for data encryption and

Fig. 3.

An example of the key tree in KTS.

unicasted to every member of a multicast group) is defined
in IP multicast networks. Previous studies [8]-[11] have
attempted to reduce the number of unicastings for the group
key deliveries in IP multicast networks by proposing Key-Tree
Scheme (KTS), which applies multicast Key Encryption Keys
(KEKs; cf. Section II) to all members of a multicast group.
The KTS was applied in cellular networks in 2004 [12], [13],
when the UMTS MBMS has not been well defined (i.e., only
one group key was considered in these studies).

In this work, to consider Issues 1 and 2, KTS is first
modified so that it can be applied in UMTS MBMS KMM.
Analytical results indicate that KTS is not efficient in UMTS
MBMS KMM. The Hash Function Scheme (HFS), which is
regarded as more efficient than KTS, is then proposed. The
rest of this paper is organized as follows. The application
of KTS in the existing UMTS MBMS KMM is described
in Section II. Section III details HFS. Section IV provides
security analysis for HFS. Section V conducts an analytical
model and simulation experiments to evaluate the performance
of KMM with/without KTS or HFS. Finally, Section VI
concludes this work.

II. KTS IN UMTS MBMS KEY MANAGEMENT

This section describes how to apply KTS in UMTS MBMS
KMM. In KTS, BM-SC establishes and maintains a balanced
binary key tree [8], [9]. As shown in Figure 3, each leaf U
of the tree is assigned to corresponding joined UE (Figure 3
(a)). The root of the key tree is S for the multicast group
(Figure 3 (b)). The intermediate nodes of the key tree are the
intermediate KEKs (Figure 3 (c)), which are used to facilitate
efficient S updates.

Consider N joined UEs, UE;, UEg, .., UEy, in the
multicast group. Let H be the height of the binary tree, which
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can be calculated by H = [lg N'|. The keys in the tree have
the index number (¢, j), where 0 < i < H is the layer number,
and 1 < j < 2% is the position number in layer <. The index
number for the parent of the KEK with the index (i,7) is
given by (i — 1, {%W ). Suppose that UE; is assigned the user
key Up,; where 1 < j < N. The content is encrypted by
the intermediate key K; ; before it is multicasted to 27~
UES, UEQH—i(j_1)+1, UEQH—i(j_l)_;'_Q, . UEQH ij UHJ is
used to encrypt the key that will be umcasted to UE UE;
stores S, T, R;, Ug,; and H —1 intermediate keys, KH717 [47
KH—z’U_ﬂ’ ey KLBHJ_AT In other words, UE; contains
H + 3 keys.

In the original KMM in UMTS, the new S should be
unicasted to all joined UEs to update an old S. In KTS,
the multicast technology can be applied to deliver the new
S. Consider Figure 3 as an example. To deliver a new S to
UE,, UEg, ..., UEg, BM-SC can multicast K; ; {S"**'} to UE,,
UE,, UE3, UE4 and multicast K172{Snew} to UEs, UEg, UE~,
UEg. To apply KTS in KMM, Procedure P4 is not modified,
while the other three procedures are modified as follows:

User Service Leave Procedure P2: The Steps L1 and L3
are the same as those in KMM while the Step L2 is
modified as follows. Assume that UE; leaves the multi-
cast group. The group keys (including S and H —1 KEKs)
known by UE; should be updated so that UE; cannot de-

code any future multicast content. K%d_ i is updated

new . Kold
o Ky e Koy Hoo[ 4
K"ld L , and S°'? is updated

is updated to K" ‘Tw
to S”ew All newly generated2 keys should be delivered
to all joined UEs that own the old keys. The following
actions are taken. The KEK, K= Bk is unicasted to
0] 2

the other UE that owns K"l 4] (i.e., UE; . if [ is odd,

or UE,_; if [ is even). KT;I&“;? R Kne|}u . and
H—1

S™e% are multicasted to the UEs2 that own the old keys,
and are encrypted with each of their respective children’s
KEKs. Take Figure 3 as an example. Originally, there are
7 joined UEs, UE;, UEy, ..., UE7, and later UEg leaves
the multicast group. In this case, the following four steps
are exercised in Step L2.

Step L2-1. The BM-SC updates the two old KEKs, K¢'g
and K5'¢ as K7'9* and K3%" and the old MSK S as
S™ew for UE5 by unicasting Us s1KTS K5 gY . Smev)
to UEs.

Step L2-2. The BM-SC updates the old KEK K‘l’lg as
K7%* for UE; by multicasting K§'{{K}%"} to UEs.
Step L2-3. The BM-SC updates the old MSK S
as S"* for UE;, UE,, .., UE; by multicasting

K, 1{S"®"} to UE;, UE3, UE3 and UE,.

Step L2-4. The BM-SC updates the old MSK S°¢ as
§"¢ for UE5 and UE7 by multicasting K74 {S"*"}
to UEs and UE~.

Note that the key tree may not be balanced when a UE

leaves. As recommended by Moyer et al. [14], the key

tree should be regenerated by running the Re-balance
algorithm. After the key tree regeneration, the newly
generated keys should be delivered to the affected joined

1 is updated to K"¢" ] e
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UEs. As noted in [14], the number of keys that need to
be updated is twice that in a non-balanced key tree after
a UE leaves.

User Service Join Procedure P1: When a new UE, UFE/,
joins the multicast group, the BM-SC first determines
the corresponding U position in the key tree for UE
by executing the Re-balance algorithm in [14]. Let &k be
the position number of the found U position, i.e., UE’
is assigned Upg . To simplify our description, UE’ is
denoted as UE; hereafter.

To prevent UE,, from decoding overheard multicast con-

old old old
tent, KH 0k KH 2( ot ’KLfQH’”LJ and S

should be updated. The newly generated keys (i.e.,
K2 LIE] K 25T K;“Tw ko and S™°") are
dehvered to all Jomed UEs that own the old keys, which
are encrypted by the old keys BM-SC then unicasts

U KTLE’(U K KTLE’(U X S’I’Le’Ll)t
K e K e o KU 8" 0

UEg. In the example of Flgure 3, where UEg joins the
multicast group, BM-SC multicasts K$'3{K}%"} to UEs,
UE¢ and UE7, and unicasts Us s{K59", K75”, $"“} to
UEg, in order to deliver K79 to UE5, UEg, UE7 and
UEs. These key deliveries are performed at Step J3.

MSK Update Procedure P3: To update S, the all KEKs and
S in the key tree should be regenerated and unicast to
all joined UEs, including S and H — 1 KEKs. The key
deliveries can be performed at Step S1.

In KTS, delivery of intermediate KEKSs requires multicast
transmission. According to the UMTS KMM, KEKs may be
delivered through the MTCH. Based on the UMTS MBMS
standard [4], the following two implementation methods are
available for KEK delivery: (i) BM-SC creates a new multicast
group for the KEK delivery, and (ii) BM-SC multicasts KEKs
through the network bearer of the original multicast group.
In method (i), to form a new multicast group, all joined
UEs should perform the MBMS Multicast Service Activation
procedure [2], which incurs heavy signaling overhead to the
UMTS network. Method (ii) is thus more practical than
method (i). However, method (ii) consumes radio resource
(carrying the multicast content) in delivering KEKs, thus
decreasing the QoS of multicast content. Furthermore, KTS
has the following problems.

e In KTS, H 4 3 keys are stored in a UE. Increasing
the number of joined UEs (i.e., increasing ) raises the
amount of storage space required, and therefore may not
be practical due to the limited UE storage space.

o KTS may require much extra key transmission overhead
to keep the key tree balanced when UEs join or leave.

The next section proposes the Hash Function Scheme (HFS)
for KMM in UMTS MBMS by utilizing the one-way hash
function to resolve both Issues 1 and 2 without extra storage
space.

III. HASH FUNCTION SCHEME

A one-way hash function A(-) is a powerful and com-
putationally efficient cryptographic tool [15], which takes a
message of arbitrary size as its input, and outputs a fixed
string. “One way” means that the original input cannot feasibly
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be derived from the output. The one-way property of hash
function is utilized to update S efficiently. The idea of HFS
is that BM-SC requests (through multicast) UEs to generate
a new S by using h(-) instead of unicast S to all UEs. The
HFS exercises as follows. Suppose that the multicast group
contains N joined UEs, namely UE;, UE,, ..., UEy, and Sotd
and T are used for the MBMS User Service. To apply HFS
to KMM, Procedures P1 and P3 are modified as follows,
while the other two procedures (P2 and P4) remain the same
as those in KMM.

User Service Join Procedure P1: Figure 4 shows the mes-
sage flow for this procedure, where Steps J1 and J2 are
the same as that in KMM, and Steps J3 and J4 are
modified. Assume that a UE, UE 1, joins the multicast
group. If N = 0 (i.e., UEn4; is the only user in the
multicast group), then this procedure is the same as that
in KMM of MBMS UMTS. For N > 0, UEn4; is
assigned Up,; after being successfully authenticated.
The BM-SC generates a new T, T"" and a new S by
executing 8™ = h(T"?, S§°!4). Then BM-SC unicasts
Uy 1{S™", T} to UEN41. Then BM-SC multicasts
Seld{Tmew} to the other N joined UEs. The N UEs
generate S by executing S"¢V = h(Tmew, Sold),
respectively.

MSK Update Procedure P3: The BM-SC generates a new
T, T"*" and a new S by executing S"¢* = h(T"¢,
S°!). Then, BM-SC multicasts S°'{T"**} to N joined
UEs. The N UEs generate S”°” by executing S"°" =
h(Tmew, §9Ud)  respectively.

The SHA-1 [16] (the standard one-way hash function in-
stalled in the UE) can be utilized to implement HFS. The
implementation cost of HFS is considered insignificant. For
the robustness of SHA-1, as mentioned in [15], theoretically,
it requires 280 trials using the brute-force method to break the
full 80-step SHA-1, which is considered big overhead. In the
recent studies [15], [17], the birthday attack and multicollision
attack were proposed to break SHA with less

computation overhead, whose details can be found in [15],
[17]. Wang et al. [18] reduced the complexity of the com-
putation (to find a collision in SHA-1 using collision search
attack) to 2. The computation overhead is still high, i.e., up
to several hours. In HFS, the one-way hash function A(-) is
applied when only Event 1 or 3 occurs. For Events 2 and
4, HES follows the standard procedures in MBMS KMM.
Usually, the time interval between the occurrence of Event
2 and the occurrence of Event 4 is shorter than one hour. In
other words, before SHA-1 is broken, UE may retrieve new
S and T from BM-SC. Thus, HFS is considered robust under
birthday and multicollision attacks.

IV. SECURITY ANALYSIS

A secured multicast mechanism should satisfy the group
secrecy property [19], which stipulates the following require-
ments.

o Nongroup confidentiality: only the joined UEs can decode
the multicast content, i.e., non-joined UEs cannot decode
it.

IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 7, NO. 9, SEPTEMBER 2008

o Forward secrecy: a UE joining at time ¢ cannot decode
any multicast content before ¢.

o Backward secrecy: a UE leaving at time ¢ cannot decode
any multicast content after ¢.

This section analyzes the group secrecy property for the
KMM, KMM with KTS (denoted as KMMxkrs), and KMM
with HFS (denoted as KMMpyrs).

As specified in [6], in KMM, nongroup confidentiality can
be achieved by group keys S and T, and forward and backward
confidentialities can be achieved via Procedures P1 and P2,
respectively. Additionally, in [8], KMMxkrg has been proven
to be able to achieve the three confidentialities. In KMMpypsg,
Procedure P2 is the same as that in KMM, and backward
secrecy can be achieved. In KMMgyrg, we modify Procedures
P1 and P3 in KMM. In KMMpyrs, Procedure P1 is invoked
to update S and T when a new UE joins the multicast group
at t. Since the UE does not have the old T and S, it cannot
decode any content multicasted before ¢, and forward secrecy
holds in KMMHps.

In KMM, T is used to encode the multicast content for
security protection, and S is used to encrypt the multicast
transmission of T. The following lemma proves that HFS
prevents any malicious UE from obtaining S and T, and
therefore cannot steal the multicast content. In other words,
KMMyrs holds nongroup confidentiality.

Lemmal 1: Let t; be the time when the ¢th event occurs
during a multicast session, and S() and T(?) denote S and
T used at the ith event. Suppose that a malicious UE, UE,,,
starts to overhear the multicast information at time ¢’ during
the period between t; and ;4 1, i.e., t; <t < t;11. Then with
KMMyrg, UE,, cannot get S and T().

Proof: The proof is completed by considering the follow-
ing two conditions.

Condition 1: ¢’ > t;. The multicast information (overheard
by UE,, during the time period [t' t;y1)) is
T {content}, and UE,, cannot retrieve S() and T()
from this information.

Condition 2: ¢ = t;. During the time period [¢; ¢;+1), UE,,
can overhear S {T("} and T(){content}. In this con-
dition, if UE,, cannot get S®_ then he cannot steal the
content. Hypothesis “UE,,, cannot get S)” is proven to
hold by induction on %.

Basic: If i = 1 in KMM, then the ith event must be
Event 1. The first UE joins the multicast group, and
S is unicasted with protection to this UE. The UE,,
cannot obtain S™), and the hypothesis holds.

Inductive Step: Suppose that the hypothesis holds when
i = k (ie., UE,, cannot get S*)). For i = k + 1,
consider the following four cases:

Case 1: The k + 1st event is Event 1. At tx41, all
joined UEs respectively generate S(**1) by exe-
cuting Procedure P1 in KMMyrg, and have

Sk+1) h(T(k+1),S(k)) (1)

where T*+D  is  delivered by multicast
SE{T*+1Y  Since UE,, cannot obtain S*), he
cannot retrieve S(:+1),
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Fig. 4. Message flow for the User Service Join procedure in HFS.

Case 2: The k+ Ist event is Event 2. At tj41, S(-+1)
is unicasted with protection to all joined UEs by
BM-SC (see Procedure P2 in KMMyrg), and thus
UE,,, cannot get S(*+1),

Case 3: The k£ + 1st event is Event 3. At tgy, all
joined UEs respectively generate S(**1) by exe-
cuting Procedure P3 in KMMyrg using (1). In the
same reason mentioned in Case 1, UE,,, cannot get
S(k+1).

Case 4: The k£ + 1st event is Event 4. At tgy, all
joined UEs update T by receiving the multicasted
SE+DLTHR+DY from BM-SC (see Procedure P4 in
KMMpyrs), and S**1) is the same as S*). Since
UE,,, cannot obtain S, S*+1) cannot be retrieved
by UE,,.

Thus, the hypothesis holds for all cases.

V. PERFORMANCE EVALUATION

This study develops an analytic model and simulation ex-
periments to investigate the performance for KMM, KMMxkTg
and KMMpyrs. Appendix A describes the analytic model
in details. The simulation model adopts the event-driven
approach widely used in mobile network studies [20]. Both
models are validated against each other in Appendix A. More
than 500,000 experiments are executed to ensure the stability
of the simulation results.

In this study, the session time 7 of an MBMS User Service
session is modeled as a widely used Gamma distribution with
mean 1 and variance v, [20] because Gamma distribution
can be shaped to represent many distributions, as well as to
measure data that cannot be characterized by a particular dis-
tribution [21]. Additionally, this distribution has been widely
used in mobile network studies [20]. A UE may join or leave
the multicast group during an MBMS User Service session.
Assume that the UE inter-arrival time ¢, to an MBMS User
Service session has Gamma distribution with mean % and
variance v,. The resident time ¢,, (when the joined UE stays
in an MBMS User Service session) is assumed to be Gamma
distributed with mean % and variance v, = aLn?’ where « is
the shape parameter. During an MBMS User Service session,
S and T are periodically updated every As and A, time units,
respectively. The other notations used in this study include
the random number N (to count the number of current joined

UEs in a multicast group at a specific time point), the total
number X of UEs that have joined the multicast group during
the period Ts and the total number Y of UEs that have left
the multicast group during the period T%.

This study applies videos as multicast sessions to investigate
the performance of MBMS User Services. The average session
time (%) is 100 mins, and the variance of session time (vs)
is 570 min?. If v, is large (e.g., vs > 2L), then most of
generated session times are very small numbers (the curve
of Gamma density function can be found in Figure 11 of
Chapter 3 [21]) and not fit to represent the periods of movies.
Therefore, a small variance is chosen to approximate the real
world. According to Chebyshev’s Inequality, the probability
P that the session times are out of the range [% —t, % +1t]is
less than % for all ¢. If £ = 100 mins and v, = 570 minZ2,
then P is less than 63.3%. The numerical results indicate that
P is about 20%. Furthermore, the effects of L, v, and X
(discussed later) are similar even for different v,. Therefore,
the performance results specifically for Exponential session
times are not presented. For the same reason, oo = 4 is chosen
for the Gamma resident time ¢,, so that a reasonable number
of UEs stay in the MBMS service within any time period.
Anyway, it is easy to adjust these parameters to simulate
different behaviors of MBMS services.

Let e; be the number of Events ¢ (z = 1, 2, 3 or 4)
occurring in a multicast session. Let N; ; be the number of
joined UEs in the multicast group at the jth occurrence of
Event i. As specified in [6], T and S have the same size
of 128 bits. Let n, ;(N; ;) and n,, ;(N; ;), be the numbers
of unicast and multicast messages used to deliver S or T at
the jth occurrence of Event ¢ conditioning on there are N; ;
joined UEs, respectively. Let k,, ;(N; ;) and &, ;(N; ;) be the
numbers of keys (T or S) carried in a unicast and a multicast
messages at the jth occurrence of Event ¢ conditioning on
there are N, ; joined UEs, respectively. Let s, ;(N; ;) and
Sm,i(INi,;) be the total number of keys (S or T) carried in
unicast and multicast messages at the jth occurrence of Event
¢ conditioning on there are NN;; joined UEs, respectively.
For 7 = 172,374, we have Su,i(Ni,j) = nu,i(Ni,j)ku,i(Ni,j)
and Sm,i(Ni,j) = nm,i(Ni,j)km,i(Ni,j)~ Figure 5 lists the
i (Nij)s n,i(Nij)s kui(Nig)s kmi(Nij)s Sui(Nij), and
Sm.,i (N, ;) values for KMM, KMMkrs, and KMMpygs, where
1 =1,2,3,4. Note that the analysis for KMMgrg in Figure 5
is simplified due to the complexity of key tree regeneration.
This study investigates the following output measures.
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Fig. 5. mu,i(Ni5), nm,i(Ni5)s kui(Ni ), km,i (Ni ), Su,i(Ns,5), and
Sm,i(Nj,;) values for ¢ = 1,2,3,4 in KMM, KMMkrs, and KMMggs.

e M, or M,,: the numbers of unicast or multicast messages
used to deliver S or T during a multicast session, which
is calculated as

4 e 4 e
Mu:zznu,z(Nz,j) or M"lzzznm,i(Ni,j)~ (2)

i=1 j=1 i=1 j=1

e Sy or Sp,: the total number of keys (S or T) carried in
unicast or multicast messages during a multicast session,
which is obtained as follows

4 e 4 e
Su=3" suilNij) or S =33 smi(Nij). (3)

i=1 j=1 i=1 j=1

(2), (3) and Figure 5 clearly indicate that M, = S, for each
scheme, since every multicast message contains only one key,
i€, km,1(N1,j) = kim,2(N2,j) = km,3(N3 j) = km,a(Naj) =
1 for all j. Additionally, KMM and KMMpyrg have the same
M,,, values. Based on the simulation experiments, the impacts
of the input parameters on the output measures are elaborated
as follows.

Effects of %: Figure 6 plots M, S, and S, as functions of
5 for KMM, KMMkrs and KMMprs, where & = 100
mins, v, = 570 min?, £ = 60 mins, & = 4, A; = 5 mins
and A, = 20 mins. The inter-arrival time is exponentially
distributed with mean § mins.

The figure shows an intuitive result that M,,, S, and S,
decrease as % increases. A lower % implies that more UEs
join (i.e., a larger X), stay (i.e., a larger N) and then leave
(i.e., a larger Y') the service. Based on Figure 5, explicitly
all of M,, S, and S,, are decreasing functions when %
increases.

Figure 6 (a) indicates that decreasing % significantly
increases M, of KMM and slightly increases M, of
KMMyrs. Decreasing % only insignificantly affects M,
of KMMkrs. In KMM, BM-SC needs to unicast S to
all UEs in service at Procedures P1, P2 and P3, and the
effort of S delivery is large if the net traffic is heavy.
In KMMyrs, S is delivered to all UEs at Procedure P2,
and thus the M, of KMMypg is smaller than that of
KMM. In KMMgkrs, only for Procedure P3, BM-SC
unicasts S to all UEs while P3 rarely executes. Thus,
M, of KMMxrs is insensitive to the change in %, and
is the smallest among the three schemes.

Since the wireless bandwidth is precious, the total number
of keys carried in unicast/multicast messages is calculated
to find the bandwidth consumed for each of the three
schemes. Figure 6 (b) shows the total number of keys
carried in unicast messages for the three schemes. The
figure indicates when the traffic is small (i.e., % > 1.4
mins), the .S, of KMMpyryg is less than that of KMMgs.
Conversely, when the traffic is large (i.e., % < 1.4 mins),
KMMk g requires fewer keys to deliver than KMMpyrs.
As % decreases, N and Y increase, and therefore S, of
KMMyrs increases rapidly since the number of unicast
messages for Procedure P2 is O(N). For KMMxkrs,
the keys of each unicast message at P1, P2 and P3 is
O(lg N) and S, of KMMxrg increases slowly. If N is
small, then KMMypg has a smaller S, than KMMxkrs.
When the net traffic is heavy, the gap between O(N)
and O(lg N) increases rapidly, and KMMkrg performs
better than the other two schemes.

Figure 6 (c) shows that as % decreases, .S, of KMMxgrs
increases more rapidly than that of KMM and KMMypyrs.
Note that S,, = M,, for each scheme individually, and
Sy, are the same for KMM and KMMpypg. Since the
number of keys carried in each multicast message at
Procedures P1 and P2 is O(lgN), S,, of KMMxkrs
increases rapidly as % decreases.

All of the multicast messages for KMMxk g are used for
key distribution, and must be transmitted in real-time.
Consider a special scenario in which many UEs join or
depart simultaneously during a short period. Since P1 and
P2 need to transmit many keys, and occupy the MTCH,
the multimedia content is likely to be compressed, thus
degrading QoS. Although KMMxkrg has better perfor-
mance for Issue 1, the requirement of Issue 2 is not
guaranteed.

Effects of v,: Figure 7 plot S, and S,,, as functions of v, for

KMM, KMMpyrs and KMMkrg, respectively. In these
figures, % = 2 mins, % = 100 mins, vy = 570 min?
,%:60mins,a:4,At:5minsandAs:2O
mins. Note that if the variance (v,) equals to 4 min?, then
the inter-arrival times form an Exponential distribution,
and S, and S,, for KMMpyrg are smaller than those
of KMMxkrs, as revealed in Figure 6. We observe the

following.

o For v, < 1 min?, S, and S, are insensitive to the
variance of the inter-arrival time.

e Forv, > 1min?, S, and S,, are increasing functions
of v,. Specifically, a change in v, significantly
affects S,, of KMM and KMMpyps.

A large v, means the system traffic becomes more bursty,
that is, most inter-arrival times are very small, but a
few of them are very large. The inter-arrival times thus
diverge in a wide range. If the same period 75 is observed,
then the number of UEs joining the service (i.e., X) for
a large v, is greater than that for

a small v,, and the effect of increasing v, is similar to the
effect of decreasing % Therefore, S, and S, increase
as v, increases. Specifically, if v, > 60 min?, the S,, of
KMMyrs is larger than that of KMMxkrs.
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m

Effects of %: Figure 8 plots S, and S,, as functions of the
mean session holding time £ for KMM,

KMMgrs and KMMyrsg, respectively. In these figures, Procedure P3 of KMM and KMMxrs increases.
1

L =2 mins, v, = 4 min2, o = 4, % — 100 mins , v, = Phenomenon 5: As 1 increas.es,'N increasF:s, indicating

570 min2, A, = 5 mins and A, = 20 mins. Notably, that the number of keys carried in each unlcas.t message
for Procedures P1, P2 and P3 of KMMykrs increases.

Phenomenon 6: As % increases, N increases, indicating
that the number of multicast messages for each Proce-
dures P1 or P2 of KMMxkTg increases.

X is fixed for every %, and the execution numbers of
Procedures P3 and P4 are also fixed. As  rises (i.e., the
time period that a joined UE remains in the service rises),
Y falls and N rises. Since the total traffic to the system

is fixed, increasing % has the following phenomena. The interaction between Phenomena 1 and 2 is subtle.

For KMMyrs, the total number of unicast messages

triggered by the departure procedures first increases and
then decreases as % increases, as does .S,,. The interaction
1 effect for KMM is similar to that of KMMyrs. However,

Phgno;nenzn 2;1 As _b 1ncrfease§, N 1ncreases£ Whlcﬁ due to Phenomena 3 and 4, the S,, of KMM increases
implies that the number of unicast mes.sages or cac as L increases. For KMMxrs, the effect of Phenomena
Procedure P2 of KMM and Myps increases. 1 4717 and 5 interact, causing S, to increase slowly as +

Phenomenon 3: As L increases, N increases, which L ’ & Pu y n
implies that the nunqber of unicast messages for each mereases.

P Due to Phenomenon 1, S,, of KMM and KMMygg fall

Procedure P1 of KMM increases. . . .
1 as 1 rises. For KMMks, the interaction of Phenomena
Phenomenon 4: As n

= increases, IN increases, which | and 6 g q . d then fall 1
implies that the number of unicast messages for each anc 6 causes Sm (o first rise and then fall as 5, rises.

Phenomenon 1: As I increases, Y decreases linearly,
which implies that the execution number of Procedure
P2 of the three schemes decreases.
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VI. CONCLUSION

This study proposed a new scheme for distributing MBMS
keys over the UMTS network. Based on the concept of Key
Management Mechanism (KMM) proposed by 3GPP, the Key-
Tree Scheme (KMMxkrs), which works efficiently in wired
IP networks, has been modified to fit the mobile environment.
Additionally, this study proposed a new scheme, known as a
Hash Function Scheme (KMMyrg), in which a hash function
is adopted to update the keys S on UEs and the BM-SC. Via
the security analysis, we proved the security of KMMpyrs.

Simulation experiments have been developed to investi-
gate the performance for KMM, KMMgkts and KMMpyrs.
We discussed the number of unicast/multicast messages and
the number of keys sent on the unicast/multicast channels.
Simulation results indicate that KMMyprg needs less unicast
communication than the other two schemes on S, and S,,
if the traffic is not heavy. When the number of UE arrivals
is very large, KMMxkrg can reduce the unicast burden (i.e.,
Sy) but increase the multicast overhead (i.e., S,,). The burst
multicast overhead due to the key distribution of KMMxkTg
may result in that the QoS is not guaranteed in some period
with very heavy traffic.

Besides, all UEs listening to the MTCH has to process every
received multicast key, where the total computation overhead
in all UEs increases. We should notice that the effects of
multicast key delivery is more significant than the unicast
key delivery. Additionally, KMMxgrg requires large memory
in UEs. The number of group keys required for a service is
lg N, and it increases as more UEs join this service, while
only one S is stored for each service in KMM and KMMyrs.
Thus, KMMxk g is more complex than the other two schemes.
By contrast, KMM and KMMyrg are simple to implement.
Compared with KMM, the proposed scheme KMMyprg can
reduce overhead in unicast messages, and also provides the
same QoS, because KMMpyrg does not increase the multicast
overhead.

APPENDIX A
THE ANALYTICAL MODEL

This section proposes an analytical model to validate the
simulation model by calculating the number of occurrences of
executions for P1 or P2 during a MBMS session. Consider
the timing diagram in Figure 9. Suppose that the elapse
time of an MBMS User Service session, T, is exponentially
distributed with the density function f(t), the mean % and

to validate the simulation

Laplace transform f*(s) = (Mis),
model (which is mainly used to conduct our study and is easily
applied different distributions for the session times).

During an MBMS User Service session, when an UE joins
or leaves the multicast group of this service at his own will, P1
or P2 is triggered. In our analytical model, the UE inter-arrival
time for an MBMS User Service session, £, is assumed to be
exponentially distributed with the mean % The time period
when the joined UE stays in the MBMS User Service session,
ty, has the density function f,(-), the mean % and the Laplace
transform f*(s).

Let X be the number of UEs joining the multicast group

conditioning the period Ts. From [22], the probability that
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X = z during period T =t can be expressed as

Pr[X =z|T, =t] = ()\t') e M
!

Then, Pr[X = z] (the probability that 2 UEs join the multicast
group during period T) can be obtained as follows:

Pr[X =2] = / Pr[X = z|T = t]f(t)dt
t=0
_ A® > x — At
= (1:') /t:ot f®)e=dt
A¥ L d¥
- () [l
HA"
(u+ X7
and the expected number of X is given as
ﬂm:zpmmzﬂzﬁ 4)
I
r=1

The UEs joining the MBMS User Service within the period
Ts may leave the multicast group at any time. Let 7 be the
time period

between the time when the UE joins the multicast group
and the time when the session for the service stops. Then
from [22], the density function r(7) for the distribution of 7
is expressed

) =u [ 1) = pll - F(1)

t=7 t=1

where F(t) is the distribution function of T. Since Ty is
exponentially distributed, 7 and T have the same distribution,
that is r(7) = pe H7.

If the UE leaves the multicast group of the service before the
session stops (i.e., t,, < 7), the User Service Leave procedure
is executed and S is updated. Otherwise (i.e, t,, > 7), the
current S remains. Let Y be the number of UEs leaving the
multicast group during the period Ts. Then, Pr[Y = y| X = z]
is the probability that among z joined UEs, y UEs leave
(where y < x) the multicast group before the session ter-
minates. Pr[Y = y|X = ] can be computed by counting all
possible ways of y UEs leaving the multicast group before the
session terminates, which is given by

PMZWX_ﬂ_GyHM<ﬂWHm2ﬂ“%6)

where Pr[t, > 7] can be calculated as

[e'e] ty
/ / pe HTdr fo, (ty,)dt,
ty,=0J7=0

/ (1= e ) £ (ta)dto
1, =0

Prlt, > 7]

1— Fu(ty)e Phudt,
tu=0

= 1-fi(w), (6)

and Pr[t, < 7] can be calculated as f(u).
Thus, (5) is rewritten as

mw_yX—ﬂ——(QﬁWWU—ﬁWWy-
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MBMS User Service session starts
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MBMS User Service session stops
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Fig. 9. Timing diagram.
. 26
The expected number of Y is thus expressed as
S oy IR}
EY] = % {yPrlY =y|X = o] Pr[X =]}
rz=1y=1
22
oo x T
_ * Y * r—y
= D Sy ) w1 = £r(w)
— — Y 20
=1 y=1 By
x X ) . 18
ey
This study takes the Gamma distribution as an example for 16 - * vu = 158
the distribution of ¢,. The Gamma distribution with shape o v = 5,
. . — 1
parameter «, the mean + and the variance v, = — has the ey
Lapl t £ « an ¢t vy =3z Solid: Simulation
aplace transform f(s) as x: v, = 90 Dashed: Analysis
@ 12
« T T T T
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u
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Applying (8) to (7), (7) can be written as

o0 x T 0”7 ay
Sz &)
HA”

< [-GH) T Esel e

Figure 10 plots E[Y] where T, = 100 and + = 4. In this
figure, solid curves are the analytical results and the points are
the simulation results. The curves and the symbol points show
that the analytic analysis is consistent with the simulation
results (all errors are within 3%).
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